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Tech Talk Reminders
Please keep your information up-to-date 

• CORES, Generation Verification Forms, Entity Profile Questionnaires (quarterly)

Following an event, send EOP-004 or OE-417 forms to disturbance@rfirst.org 
CIP-008-6 incident reports are sent to the E-ISAC and the DHS CISA

Check our monthly CMEP update and quarterly newsletter for: 
• 2023 ERO Periodic Data Submittal schedule
• Timing of Standard effectiveness

BES Cyber System Categorization (CIP-002-5.1a)
• Assess categorization (low, medium, or high) regularly and notify us of changes

CIP Evidence Request Tool V6.0 is online, see website

mailto:disturbance@rfirst.org
mailto:operations@eisac.com
https://us-cert.cisa.gov/forms/report
https://rfirst.org/ProgramAreas/COMO/
https://rfirst.org/about/Newsroom/
https://www.nerc.com/pa/comp/CAOneStopShop/2023%20ERO%20Enterprise%20Periodic%20Data%20Submittal%20Schedule.pdf
https://rfirst.org/ProgramAreas/COMO/CIP/Pages/CIP.aspx
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Tech Talk Announcement

ERO Enterprise unveils Entity 
Onboarding Checklist
The new ERO Enterprise Entity Onboarding Checklist 
provides Primary Compliance Contacts an easy guide 
for signing up for essential, reliability-focused 
applications and communications.

This resource is in addition to the ERO Enterprise 101 
Informational Package and the ERO Enterprise 
Registration Procedure.

https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Entity%20Onboarding%20Checklist.pdf
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20101%20Informational%20Package.pdf
https://www.nerc.com/pa/comp/RegistrationReferenceDocsDL/ERO%20Enterprise%20Registration%20Procedure.pdf
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Tech Talk Announcement

Link for Report

https://www.nerc.com/pa/comp/CAOneStopShop/ERO%20CMEP%20Implementation%20Plan%20v1.0%20-%202023.pdf
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Tech Talk Announcement

Distributed Energy Resources (DER) 
Guidelines, White Papers, & Workshops
• Quick Reference Guide (link)
• DER Resource Strategy (link)
• DER Impacts to Under Voltage Load Shedding 

Program Design (link)
• NERC Reliability Standards Review (link)
• DER Modeling Study – Thresholds (link)
• All NERC Reliability Guidelines, Security 

Guidelines, Technical Reference Documents (link)

https://www.nerc.com/pa/Documents/DER_Quick%20Reference%20Guide.pdf
https://www.nerc.com/comm/RSTC/Documents/NERC_DER%20Strategy_2022.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/White_Paper-DER_UVLS_Impact.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Whitepaper_SPIDERWG_Standards_Review.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/DERStudyReport.pdf
https://www.nerc.com/comm/Pages/Reliability-and-Security-Guidelines.aspx
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Tech Talk Announcement
New Strategy Seeks to Ensure Reliability by Integrating 
Cyber and Physical Security into Grid Planning, Design,
and Operation
The transformation of the grid is expanding the existing attack surface due to the changing resource 
mix as well as the use of emerging technologies, additional communications and industrial controls 
and remote control capabilities. Focusing on and mitigating these known and emerging cyber and 
physical security risks is critical to the ERO Enterprise’s mission of assuring the reliability, resilience 
and security of the North American electric grid.  

To that end, NERC is integrating cyber and physical security concepts more holistically into 
transmission planning, engineering design and system operations to ensure that mitigating security 
controls are considered as early in the process as possible. The new NERC Security Integration 
Strategy, which is primarily focused on risk identification and validation, prioritization and 
development of possible mitigations, outlines ERO priorities to enhance security integration through 
working collaboratively with electricity sector stakeholders. 

https://www.nerc.com/comm/Documents/NERC_Security_Integration_Strategy_2022.pdf
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Certification Reminder
This reminder is to ensure Entities registered as a Balancing Authority (BA), Reliability Coordinator (RC), and/or Transmission Operator (TOP) are aware of the 
Organization Certification Review and Readiness Evaluation processes. Readiness Evaluations may be required for Entities taking on responsibilities for certified 
Entities (e.g., Transmission Owners (TO-LCCs) in the PJM footprint). 

Appendix 5A Sec. V of the Rules of Procedure governs Certification Reviews. Readiness Evaluations are also governed by Appendix 5A Sec. V and states, “Each 
Entity that has taken responsibility for Reliability Standards and/or Requirements/sub-Requirements applicable to the certifiable functions by virtue of being a 
member of a JRO, CFR, or other agreement shall be the entity NERC certifies to operate their portion of the RC, TOP, or BA Area(s).”

The decision to certify and evaluate changes to an already operating and certified Registered Entity is a collaborative decision between the affected Regional Entity 
and NERC. NERC has the final authority regarding this decision. Items that are to be considered in this decision include one or more of the following:

• Changes to Registered Entity’s footprint (including de-certification changes to existing JRO/CFR assignments or subset list of requirements): 

• Relocation of the Control Center: 

• Modification of the Energy Management System (EMS) which is expected to materially affect CIP security perimeters or the System Operator’s: 1) situational 
awareness tools, 2) functionality, or 3) machine interfaces.

If you are planning a change that falls into one of these categories, an Organizational Certification Review or Readiness Evaluation may need to be performed. 
Please complete the form titled “RF Certification Notification and Preliminary Questionnaire” that is located here: 

In order to allow for time in scheduling, it is requested, if possible, that you provide 12 months advance notice of your changes to allow sufficient time for RF to 
review the changes and begin the process.

This includes changes in ownership of BES Facilities, changes in the applicability of the BES Definition to a Facility, and newly installed BES Facilities.

https://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/Appendix%205A%20effective%2020210119.pdf
https://rfirst.org/ProgramAreas/RegCert/Certifications/Pages/Certifications.aspx
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Tech Talk Announcement
Cold Weather Preparedness 
Small Group Advisory Sessions (SGAS)
NERC will host small group advisory sessions with registered entities and the 
Regional Entities to assess the implementation of the Cold Weather Preparedness 
Standards:
• EOP-011-2 (Emergency Preparedness and Operations); R7 & R8 only
• IRO-010-4 (Reliability Coordinator Data Specification and Collection); R1.3 only
• TOP-003-5 (Transmission Operator Data Specification and Collection); R1.3 only

The event will consist of two parts: 
• General Session Live Webinar – open to industry, early March
• SGAS One-on-One Sessions – must register, first-come, first-serve basis

Send SGAS registration requests to Yvette.Landin@nerc.net by January 27

mailto:Yvette.Landin@nerc.net
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Tech Talk Announcement

Reliability Leadership Summit
• January 25, 8:30 – 5:00 Eastern (Link)
The 2023 Reliability Leadership Summit gathers industry leaders, ISO/RTO officials, state utility regulators, 
key federal officials, and NERC and Regional Entity senior leadership, focusing on four specific areas: 
• Energy Policy; 
• Security;
• Grid Transformation and Impact on Resiliency; and 
• New Technologies. 

Results and observations from the Summit will be used to identify, assess, and manage reliability 
priorities across the Electric Reliability Organization (ERO) and documented in the RISC’s biennial report 
(see the 2021 Report for background). 

https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.eventbrite.com%2Fe%2F2023-reliability-leadership-summit-registration-514407064377&data=05%7C01%7CTina.Buzzard%40nerc.net%7C7ae6cbec698747e25e2908daf4e28681%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638091551013248687%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=NmtE9yBQMoulw1RczBDUF%2FAJR8TcUxI7mnSc5GzY2HU%3D&reserved=0
https://www.nerc.com/comm/RISC/Documents/RISC%20ERO%20Priorities%20Report_Final_RISC_Approved_July_8_2021_Board_Submitted_Copy.pdf


PUBLIC

Forward Together • ReliabilityFirst 

Tech Talk Announcement

GridSecCon 2023
• October 17-20 Save the Dates

NERC, the E-ISAC, and Northeast Power Coordinating Council (NPCC) are 
co-hosting the 12th annual grid security conference on October 17–20, 
2023 in Québec City, Canada. 

GridSecCon brings together cyber and physical security leaders from 
industry and government to deliver expert training sessions, share best 
practices and effective threat mitigation programs, and present lessons 
learned. Conference and hotel registration will open in May and more 
details will be available on the E-ISAC, NERC and NPCC websites.



Talk with Texas RE 
Odessa Disturbance
• January 24 (Link)

Cybersecurity Threats
• February 14 (Link)

APT Cyber Tools Targeting SCADA
• March 9 (Link)

https://www.texasre.org/pages/calendar/events/2023/january/talkwithtexasrejune2022odessadisturbancereport
https://www.texasre.org/pages/calendar/events/2023/february/talkwithtexasrecybersecuritythreats
https://www.texasre.org/pages/calendar/events/2023/march/talkwithtexasreaptcybertoolstargetingics/scadadevices


Reliability & Security 
Oversight Monthly Update
• February 16 (link)

Resource Adequacy 
Discussion Series
• February 2 (link)
• March 2 (link)
• April 6 (link)

https://www.wecc.org/Lists/WECCMeetings/DispForm.aspx?ID=16662
https://www.wecc.org/Lists/WECCMeetings/DispForm.aspx?ID=16673
https://www.wecc.org/Lists/WECCMeetings/DispForm.aspx?ID=16674
https://www.wecc.org/Lists/WECCMeetings/DispForm.aspx?ID=16675


Long-Term Reliability 
Assessment Webinar
• January 26 (Link)

Utilizing Align for Audits
• February 16 (Link)

https://www.mro.net/event/2022-long-term-reliability-assessment-webinar/
https://www.mro.net/event/mro-webinar-utilizing-align-for-audits-2/


Spring Reliability and 
Security Webinar
• Feb 28 & March 1

System Operator 
Conference #1
• March 14-16 (Link)

E-Learning Online Courses

https://serc1.org/outreach/events-calendar/event-details?id=48e33237-d1cd-467d-8f08-f81c92f64968
https://serc1.org/outreach/events-calendar/event-details?id=cbf3def0-b559-477c-90b3-50967f96e553
https://serc1.org/outreach/events-calendar/event-details?id=6438ec61-12be-4171-99a5-5fb7d69cede0
https://www.serc1.org/outreach/resource-library


NPCC Generator 
Welcome Packet (Link)

NPCC Spring 
Compliance and 
Reliability Webinar 
(Link)
• May 18

https://www.npcc.org/news/detail/generator-welcome-package-is-now-available
https://www.npcc.org/news/detail/save-the-date-npcc-2023-spring-compliance-and-reliability-webinar


Next Tech Talk with RF
• February 13, 2:00-3:30 

Register Today! Internal 
Controls Workshop
• February 23, in-person

RF Services
• Cyber Resilience Tool
• Insider Threat Assessment
• Incident Response Tabletops 
• Assist Visits and Appraisals

https://rfirst.org/services
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Tech Talk Announcement
Tech Talk for February is moved up one 
week due to Presidents’ Day. Please 
save the date for February 13, 2:00 –
3:30 p.m.

• CIP Themes Report Panel Discussion

No Registration Required
• Calendar Link
• Webex Link

https://rfirst.org/eventdetail?EventId=254
https://reliabilityfirst.webex.com/reliabilityfirst/j.php?MTID=mfdb730a90af10d3408262aa0af6f7e85
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Eventbrite page is LIVE!

Join us for the 2023 Internal Controls Workshop on February 23 at the
Cleveland Holiday Inn. The workshop will be technical and interactive, so be sure to
bring your SMEs. The content and scenarios will concentrate on FAC-008, CIP-005,
and CIP-007 risks, but the concepts can translate to other standards as well.

To register, attendees will need to provide their NCR number.
This event is not open to the media. Contractors may attend on behalf of an entity
within the RF footprint and must include the NCR number of the entity they are
representing.

There are more details on the Eventbrite – seats are filling fast, so register today!

https://www.eventbrite.com/e/internal-controls-workshop-tickets-471252437727
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Save the Date: March 13
ReliabilityFirst State Outreach Webinar
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Tech Talk Reminders

Tech Talk with RF announcements are posted on our calendar 
on www.rfirst.org under Upcoming Events

http://www.rfirst.org/
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Anti-Trust Statement
It is ReliabilityFirst’s policy and practice to obey the antitrust 
laws and to avoid all conduct that unreasonably restrains 
competition. This policy requires the avoidance of any conduct 
which violates, or which might appear to violate, the antitrust 
laws. Among other things, the antitrust laws forbid any 
agreement between or among competitors regarding prices, 
availability of service, product design, terms of sale, division of 
markets, allocation of customers or any other activity that 
unreasonably restrains competition. 

It is the responsibility of every ReliabilityFirst participant and 
employee who may in any way affect ReliabilityFirst’s 
compliance with the antitrust laws to carry out this policy. 
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Tech Talk Agenda
RF 2023-2028 Strategic Plan

Jeff Craigo – Senior Vice President, Reliability and 
Risk

RF’s State Outreach Initiative
Diane Holder – Vice President, Entity Engagement 
and Corporate Services

Resource Assessments Summary
Tim Fryfogle – Principal Engineer, Engineering and 
System Performance
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