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Purpose and Overview

» Attachment C’s provide a standardized approach to the sampling
orocess to make the engagement process more efficient

» Registered Entity provides a data list (population) for each
Reguirement to be sampled (e.g., FAC-008-3; PRC-005-6)

» Auditor selects the samples and returns the list to the Registered Entity
» Registered Entity provides evidence for the selected samples

» Attachment C’s apply only to Operations and Planning

» CIP uses a similar sampling tool, the Evidence Reguest Tool
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https://www.nerc.com/pa/comp/CAOneStopShop/CIP%20Evidence%20Request%20Tool%20v4.5.xlsx

Where to Find

ATTACHMENT C - DATA SAMPLING ENGAGEMENT WORKSHEETS

@' Operations & Planning * + — O
& C Y & rfirstorg/ProgramAreas/COMO/O&P/Pages/O&P.aspx * B OB N e
» RELIABILITYFIRST ABOUT US PROGRAM AREAS KNOWLEDGE CENTER COMMITTEES 2 Q

HOME = PROGRAM AREAS = COMPLIANCE MONITORING = OPERATIONS & PLANNING

UPE RATIONS & PLAN NlNG CMEP IMPLEMENTATION PLANS

COMPLIANCE MONITORING METHODS

The items below are provided as resources for Operations & Planning Compliance Monitoring engagements and COMPLAINT
implementation of the Operations & Planning Standards. If you have any questions, feel free to contact cur Compliance

Monitoring or Entity Development departments. COMPLIANCE AUDIT

COMPLIANCE INVESTIGATION

DATA SUBMITTAL

ATTACHMENT C - DATA SAMPLING ENGAGEMENT WORKSHEET =
MISOPERATIONS REPORTING

85 Att C - BAL-001-2 R1 PERIODIC DATA SUBMITTAL

85 Att C - BAL-001-2 R2
SELF-CERTIFICATION
85 Att C - BAL-002-3 R1

SELF-REPORT
85 At C - BAL-002-3 R3

83 Aft C - BAL-005-1 R2 SPOT CHECK

8% Alt C - BAL-005-1 RS CRITICAL INFRASTRUCTURE PROTECTION
85 Att C - BAL-005-1 R7 OPERATIONS & PLANNING

85 At C - COM-001-3 R9

85 Att C - COM-002-4 R2 E UPCOMING EVENTS

85 Att C - COM-002-4 R3

85 Att C - COM-002-4 R4 February 22, 2021

85 Att C - COM-002-4 RS Technical Talk with RF

ELI At C _COMoNNTD A DR
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https://rfirst.org/ProgramAreas/COMO/O&P/Pages/O&P.aspx

ReliabilityFirst CMEP Engagement Timelines W

RELIABILITY FIRST

AUDIT TIMELINE

FALL OF PRECEDING YEAR
SELECTED ENTITY NAMES
PUBLICLY POSTED

B0 BUSINESS DAYS

AUDIT TEAM 60 BUSINESS DAYS 45 BUSINESS DAYS
REVIEWS IRA & COORDINATION SAMPLE SELECTIONS
SCOPES ENGAGEMENT PRESENTATION

SENT TO ENTITY

—

115 BUSINESS DAYS

15 BUSINESS DAYS
AUDIT TEAM MEMEBER
OBJECTIONS
DUE FROM ENTITY

~ 5-10 BUSINESS DAYS
EXIT PRESENTATION

65 BUSINESS DAYS 30 BUSINESS DAYS

(ON/OFF SITE) WITH ENTITY ENDS
EVIDENCE REVIEW COMPLETE

50 BUSINESS DAYS
POST EXIT PRESENTATION
DRAFT REPORT COMMENTS

DUE FROM ENTITY

| | )

! ‘ '

DUE TO ENTITY

DUE FROM ENTITY
(IF SAMPLING IS REQUIRE D)

28 BUSINESS DAYS
COORDINATION
PRESENTATION

20 BUSINESS DAYS
SAMPLE SELECTIONS
SENT TO ENTITY
(IF SAMPLING IS REQUIRED)

S — DAY ZERO 40 BUSINESS DAYS 60 BUSINESS DAYS
ALL EVIDENCE OPENING PRESENTATION POST EXIT PRESENTATION POST EXIT PRESENTATION
INHERENT RISK ASSESSMENT (IRA)/COMPLIANCE NOTIFICATION PACKAGE ATTACHMENT C/ EVIDENCE REQUEST
OVERSIGHT PLAN INITIATED BY RAM DUE TO ENTITY TOOL (ERT) DUE FROM ENTITY DUE EROM ENETRY (ON/GFF. SIXE) WWITEL ERIATTY BEARREROAT EIRAL BREQORTIBUE 700
(SEE NOTE #1) BEGINS DUE TO ENTITY ENTITY AND NERC
(SEE NOTE #2)
5 BUSINESS DAYS ~ 10 BUSINESS DAYS 40 BUSIMESS DAYS
25 BUSINESS DAYS 15 BUSINESS DAYS SPOT CHECK TEAM AUDIT TEAM e B
NOTIFICATION PACKAGE ATTACHMENT C/f ERT MEMBER OBJECTIONS EVIDENCE REVIEW I A T
DUE TO ENTITY DUE FROM ENTITY DUE FROM ENTTY COMPLETE
| | 'Y
| | —
60 BUSINESS DAYS
20 BUSINESS DAYS 10 BUSINESS DAYS S 30 BUSINESS DAYS BB Sy
COORDINATION SAMPLE SELECTIONS ALL EVIDENCE POST EVIDENCE REVIEW FINAL REPORT DUE TO
PRESENTATION SENT TOENTTY B DRAFT REPORT B LIy AN A
DUE TO ENTITY
(SEE NOTE #3)
30 BUSINESS DAYS 5 BUSINESS DaYs DAY ZERO SO o
NOTIFICATION PACKAGE ATTAGIMENTC/ERT

SELF CERTIFICATION COMPLETED
& SUBMITTED BYENTITY

= 30 BUSINESS DAYS
RF REVIEW OF SELF
CERTIFICATION COMPLETED

RF SELF CERTIACATION
REVIEW LETTER
DUE TO ENTITY

‘ Y

| Ld

ENTITY PREPARING EVIDENCE

AUDIT TEAM IN EVIDENCE REVIEW

ADDITIONAL NOTES:

PUBLIC REPORT AND ONCE ALL POTENTIAL NON-COMPLIANCES HAVE BEEN PROCESSED THE PUBLIC REPORT WILLBE SENT.

1) FOR CIPAUDITS THIS EVIDENCE INCLUDES COMPLETED RSAWS, TFE, LEVEL 1 EVIDENCE, AND LEVEL 2 EVIDENCE. FOR O&P AUDITS THIS EVIDENCE INCLUDES COMPLETED RSAWS AND APPLICABLE EVIDENCE.
2) IF THE FINAL REPORT DOESN'T CONTAIN POTENTIAL NON-COMPLIANCES, THE REGISTERED ENTITY WILL BE SENT BOTH THE NON PUBLIC AND THE PUBLIC REPORTS. IF THEREARE POTENTIAL NON-COMPLIANCES, THE REGISTERED ENTITY WILL RECEIVE THE NON

January 2020




Process Flow

DISCUSS SAMPLE
ATTACHMENT C’s SELECTIONS
60 BUSINESS DAYS| | 45 BUSINESS DAYS |
COORDINATION SAMPLE SELECTIONS
L SR NIoN. | o I2HE, LIRS

30 BUSINESS DAYS|

| 65 BUSINESS DAYS | ' 55 BUSINESS DAYS | -- .
ALL EVIDENCE DAY ZERO
ﬂ‘”g'JEN%T'EF':ﬁT‘TTN ﬂ&f&“&ﬂ’;ﬁﬁT DUE FROM ENTITY/ OPENING PRESENTATION
| | | (SEE NOTE #3) (ON/OFF SITE) WITH ENTITY|
2 2 ' j __ BEGINS
BLANK ATTACHMENT C INITIAL DATA LIST EVIDENCE FROM
SENT WITH AUDIT PACKET (POPULATION) FROM REGISTERED ENTITY

REGISTERED ENTITY
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FAC-008-3 R6 Att C Instructions

Contains Confidential Information Including Privileged and Critical Energy Infrastructure Information. Do Not Distribute.
Attachment C

SLEICELE Requirement Data List Data L!St .rc-?tur?ed to Evidence Requested Evidence Returned to ReliabilityFirst
Number Number ReliabilityFirst
Each Transmission Owner and Generator
_ ) . ) Owner shall have evidence to show that its
Provide a list of all Facility Ratings Return Data List to Facility Ratings are consistent with the .
. o . S . Return Evidence Requested to
(solely and jointly owned). ReliabilityFirst no later than 55 | documentation for determining its Facility N .
FAC-008-3 R6. . . ) e . ReliabilityFirst no later than 30 business
business days prior to the start [ Ratings as specified in Requirement R1 or . ;
. . o L . days prior to the start of the scheduled audit.
Use Attached Template of the scheduled audit. consistent with its Facility Ratings
methodology as specified in Requirements
R2 and R3 (Requirement R6).
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FAC-008-3 R6 Att C Blank

Index

Number Type

(RF use (Line/Transformer/ Joint Owner, if Comments (example:
only) | Transmission Facility Identifier Substation Name(s) Bus/Inductor, etc.) kV(s) applicable Multiterminal line etc.)
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FAC-008-3 R6 Att C Population

Index
Number Type
(RF use (Line/Transformer/ Joint Owner, if Comments (example:
only) | Transmission Facility Identifier Substation Name(s) Bus/Inductor, etc.) kV(s) applicable Multiterminal line etc.)
Riverside - Hope Riverside - Hope Line 161
Hope - North Hope - North Line 161
NW Auto XFMR 1 NW Transformer 345-161
NW Auto XFMR 2 NW Transformer 345 -161
NW - Riverside NW - Riverside Line 161
NW - South NW - South Line 161
South - Lake Road South - Lake Road Line 161
Hope - East Hope - East Line 161
NW - West NW - West Line 161
9
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FAC-008-3 R6 Att C Sample Selections

Index
Number Type
(RF use (Line/Transformer/ Joint Owner, if Comments (example:
only) | Transmission Facility Identifier Substation Name(s) Bus/Inductor, etc.) kV(s) applicable Multiterminal line etc.)
1 Riverside - Hope Riverside - Hope Line 161
2 Hope - North Hope - North Line 161
3 NW Auto XFMR 1 NW Transformer 345 -161
4 NW Auto XFMR 2 NW Transformer 345-161
5 NW - Riverside NW - Riverside Line 161
6 NW - South NW - South Line 161
7 South - Lake Road South - Lake Road Line 161
8 Hope - East Hope - East Line 161
9 NW - West NW - West Line 161
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LERTHIEES

» For each Attachment C, the “identifier” is the Registered Entity’s
Identification name or number

» For example, for FAC-003-4 R6, Transmission Vegetation
Management, Vegetation Inspections, the population identifier is the
Registered Entity’s unit of choice
e E.g., circuit, pole line or line miles

» For PRC-005-6 R3, Protection System Maintenance, the components
may be identified separately or may be grouped and identified with
relays (see example on next slide)

11 Forward Together * ReliabilityFirst



PRC-005-6 R3 Att C

Defined
Component is part maintenance Defined
of a UFLS, UVLS, and testing maintenance
Index Component RAS (SPS), Auto Recl Device Interval(s) and testing
Number | Function | Generating Type Microprocessor |or Sudden Pressure List of all Identifier per prior Interval(s) per Date Last
(RFuse | (DP/GO/ Station/ (See Drop-Down Relay Relaying applicable (if Standard/ |PRC-005-2/6, R3| Previous Maintained/
only) TO) Substation box) (Yes/ No / N/A) (Blank if no) Components* | applicable) Version ** or R4. Test Date Tested
GO Gen A Protective Relay Yes U2 GSU Diff 1682 4 Years 6 Years 6/10/2011 6/1/2015
DP SubstationD [Protective Relay No Brk 1-2 Fail 10753 5 Years 6 Years 11/6/2009 11/2/2014
TO SubstationD |Protective Relay Yes Line 13825 12835 12 Years 12 Years 11/6/2003 8/2/2014
Communications
TO SubstationD  |System N/A Line 13825 18268 1 Year 4 Months 12/3/2017 4/1/2018
Communications
TO SubstationD |System N/A Line 13825 18268 6 Years N/A N/A
Current Sensing
TO SubstationD |Device N/A Line 13825 A 16325 10 Years None 9/1/2004 8/2/2014
DP SubstationE  |Protective Relay Yes UFLS Fdr 103 34812 5 Years 6 Years 3/5/2009 1/8/2014
Voltage Sensing
DP SubstationE  |Device N/A UVLS Fdr 104 B 24897 10 Years 12 Years 3/2/2004 1/8/2014
TO SubstationF  [Control Circuitry N/A RAS Bus1B 43572 5 Years 12 Years 2/20/2009 2/7/2014
TO SubstationF  [Control Circuitry N/A SuddenPressure [Tr 1 37465 12 Years 9/29/2015
Notes:
* Alternative - List relays only. RF will select
sample. Entity will provide requested evidence
for all components associated with selected
relays.
12
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X (ohms)
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PRC-026-1 R2 Example R-X Plot
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Example Compliant R-X Plot
Figure 12 from PRC-026
Application Guidelines
Page 49 of PRC-026-1



Evidence Organization

» Organize evidence by Requirement
» See list of “Evidence Requested” in the RSAW

» Submit all applicable and requested evidence, even if it was included
with a different Standard or Requirement

» Highlighting and bookmarks are acceptable and recommended
» Reference the Attachment C “identifier” in the file name or bookmark

» Make sure files are searchable
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Questions & Answers
Forward Together @ ReliabilityFirst
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